[bookmark: _Toc115089620]Request for Quotation (RFQ) - Shopping For Goods/ Procurement of IT equipment House of Agriculture Berane 
Date: February 20, 2026 

Project Title:	Second Institutional Development and Agriculture Strengthening Project (MIDAS 2) 	
Source of Funding: World Bank loan
Loan No: 8820-ME
Contract Ref: MNE-MIDAS2-8820-ME-RFQ-G-26-1.2.2.4.2
Dear Supplier,

1. You are invited to submit your price quotation for the supply of the following items:
	No
	Item
	Unit/Quantity

	1
	Firewall
	1

	2
	Software solution for centralized logging, analytics and reporting for Central Firewall 
(Item No 1)
	1

	3
	Internal firewall device at remote locations
	1

	4
	Managed switch with a minimum of 24 port
	1

	5
	Desktop + Monitor
	15

	6
	Computer All-in-One
	6

	7
	Smart TV
	1

	8
	Projector
	5

	9
	Projection screen
	5

	10
	Uninterruptible Power Supply (UPS)
	8

	11
	Multifunction Laser Printer Type 1
	2

	12
	Multifunction Laser Printer Type 2
	11

	13
	Fast scanner
	5

	14
	Laptop
	3

	15
	Switch Desktop
	2



	Information on technical specifications and required quantities are enclosed in Attachment 1 of RFQ. 

2.	You must quote for all items together. Prices quoted shall correspond to 100% of the items specified and to 100% of the quantities specified.

3.	Your price quotation in the form attached may be submitted electronically, by e-mail, at the following address: e-mail: tsu@epa.org.me as a scanned document in PDF format, with a stamp and signature, and state in the subject:
"Procurement of IT equipment House of Agriculture Berane”, ref.no. MNE-MIDAS2-8820-ME-RFQ-G-26- 1.2.2.4.2

4.  The deadline for receipt of your quotation (s) by the Purchaser at the addressed indicated in this paragraph: March 9, 2026 at 14,00h. Late bids shall be rejected and shall not be considered for evaluation.
The Purchaser will respond in writing to any request for clarification, provided that such request is received prior to March 2, 2026, 11.00h. 

5.	Your quotation in duplicate and in English language, should be accompanied by adequate technical documentation and catalogue(s) and other printed material or pertinent information for each item quoted, including names and addresses of firms providing service facilities in Montenegro.

6.	Your quotation(s) should be submitted as per the following instructions and in accordance with the attached Contract. The attached Terms and Conditions of Supply is an integral part of the Contract.

(i) PRICES:  The prices should be quoted in EUR for the Total Cost at final destination at House of agriculture Berane, Berane, which includes all taxes, VAT, customs, duties, inland transportation and insurance, loading and unloading, training and installation.

(ii) EVALUATION OF QUOTATIONS:  Offers determined to be substantially responsive to the technical specifications will be evaluated by comparison of the total price at final destination as per para. 2 above.

In evaluating the quotations, the Purchaser will determine for each bid the evaluated price by adjusting the price quotation by making any correction for any arithmetical errors as follows:
	(a) where there is a discrepancy between amounts in figures and in words, the amount in words will govern;
	(b) where is a discrepancy between the unit rate and the line item total resulting from multiplying the unit rate by the quantity, the unit rate as quoted will govern;
	(c) if a Supplier refuses to accept the correction, his quotation will be rejected.

(iii) AWARD OF PURCHASE ORDER:  The award will be made to the bidder offering the lowest evaluated price and that meets the required standards of technical and financial capabilities.  The successful bidder will sign a Contract as per attached form of contract and terms and conditions of supply. 

(iv) VALIDITY OF THE OFFER: Your quotation(s) should be valid for a period of forty five (45) days from the deadline for receipt of quotation(s) indicated in Paragraph 5 of this Invitation to Quote.

7.	Further information can be obtained from:
Ministry of Finance
Technical Service Unit
Attn: Mirko Lješević
Studentska 2a
81000 Podgorica
e-mail: tsu@epa.org.me
Telephone: +382 20 201 695



8.	Inspections and Audits

8.1	The Supplier shall carry out all instructions of the Purchaser which comply with the applicable laws where the destination is located.

8.2	 The Supplier shall permit, and shall cause its Subcontractors and consultants to permit, the Bank and/or persons appointed by the Bank to inspect the Supplier’s offices and all accounts and records relating to the performance of the Contract and the submission of the bid, and to have such accounts and records audited by auditors appointed by the Bank if requested by the Bank. The Supplier’s and its Subcontractors and consultants’ attention is drawn to Clause 5 Fraud and Corruption of the Form of Contract, which provides, inter alia, that acts intended to materially impede the exercise of the Bank’s inspection and audit rights constitute a prohibited practice subject to contract termination (as well as to a determination of ineligibility pursuant to the Bank’s prevailing sanctions procedures).

9.	Please confirm by fax/e-mail the receipt of this invitation and whether or not you will submit the price quotation(s).


										 Sincerely,
        Mirko Ljesevic 

_____________________
TSU Procurement officer







FORM OF CONTRACT

THIS AGREEMENT number MNE-MIDAS2-8820-ME-RFQ-G-26-1.2.2.4.2

made on _________, ___ 2026, between Ministry of Agriculture, Forestry and Water Management, Rimski Trg 46, 81000 Podgorica, Montenegro, represented by Mr. Vladimir Joković, Minister (hereinafter called “the Purchaser”) on the one part  
and  ______________________________________  (hereinafter called “the Supplier”) on the other part.

WHEREAS the Purchaser has invited quotation for Procurement of IT equipment House of Agriculture Berane, viz. Contract MNE-MIDAS2-8820-ME-RFQ-G-26-1.2.2.4.2, (hereinafter called “Contract”) and has accepted the Bid by the Supplier for the supply of goods under Contract at the sum of ____________ (___________________________) hereinafter called “the Contract Price”.   

NOW THIS AGREEMENT WITNESSETHES as follows: 
1. The following documents shall be deemed to form and be read and construed as part of this agreement, viz:
a) Invitation to Quote; Term and Conditions of Supply, Technical Specification;
b) Addendum (if applicable); 
2. Taking into account payments to be made by the Purchaser to the Supplier as hereinafter mentioned, the Supplier hereby concludes an Agreement with the Purchaser to execute and complete the supply of Contract and remedy any defects therein in conformity with the provisions of Contract.
3. The Purchaser hereby covenants to pay in consideration of the goods supply and acceptance of Contract and remedying of defects therein, the Contract Price in accordance with Payment Conditions prescribed by Contract.

4.  Termination
4.1 Termination for Default
(a) The Purchaser, without prejudice to any other remedy for breach of Contract, by written notice of default sent to the Supplier, may terminate the Contract in whole or in part:
(i) if the Supplier fails to deliver any or all of the Goods within the period specified in the Contract, or within any extension thereof granted. 
(ii) if the Supplier fails to perform any other obligation under the Contract; or
(iii) if the Supplier, in the judgment of the Purchaser has engaged in fraud and corruption, as defined in Clause 5 below, in competing for or in executing the Contract.
(b)	 In the event the Purchaser terminates the Contract in whole or in part, the Purchaser may procure, upon such terms and in such manner as it deems appropriate, Goods or Related Services similar to those undelivered or not performed and the Supplier shall be liable to the Purchaser for any additional costs for such similar Goods or Related Services.  However, the Supplier shall continue performance of the Contract to the extent not terminated.
4.2	Termination for Insolvency. 
(a) The Purchaser may at any time terminate the Contract by giving notice to the Supplier if the Supplier becomes bankrupt or otherwise insolvent.  In such event, termination will be without compensation to the Supplier, provided that such termination will not prejudice or affect any right of action or remedy that has accrued or will accrue thereafter to the Purchaser.
4.3	Termination for Convenience.
(a) The Purchaser, by notice sent to the Supplier, may terminate the Contract, in whole or in part, at any time for its convenience.  The notice of termination shall specify that termination is for the Purchaser’s convenience, the extent to which performance of the Supplier under the Contract is terminated, and the date upon which such termination becomes effective.
(b) The Goods that are complete and ready for shipment within twenty-eight (28) days after the Supplier’s receipt of notice of termination shall be accepted by the Purchaser at the Contract terms and prices.  For the remaining Goods, the Purchaser may elect: 
(i) to have any portion completed and delivered at the Contract terms and prices; and/or
(ii) to cancel the remainder and pay to the Supplier an agreed amount for partially completed Goods and Related Services and for materials and parts previously procured by the Supplier

Fraud and Corruption
5. If the Purchaser determines that the Supplier and/or any of its personnel, or its agents, or its Subcontractors, consultants, service providers, suppliers and/or their employees has engaged in corrupt, fraudulent, collusive, coercive or obstructive practices (as defined in the prevailing Bank’s sanctions procedures), in competing for or in executing the Contract, then the Purchaser may, after giving 14 days notice to the Supplier, terminate the Supplier's employment under the Contract and cancel the contract, and the provisions of Clause 4 shall apply as if such expulsion had been made under Sub-Clause 4.1.



6. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Inspections and Audits

6.1 The Supplier shall carry out all instructions of the Purchaser which comply with the applicable laws where the destination is located

The Supplier shall permit, and shall cause its Subcontractors and consultants to permit, the Bank and/or persons appointed by the Bank to inspect the Supplier’s offices and all accounts and records relating to the performance of the Contract and the submission of the bid, and to have such accounts and records audited by auditors appointed by the Bank if requested by the Bank. The Supplier’s and its Subcontractors and consultants’ attention is drawn to Clause 5 Fraud and Corruption, which provides, inter alia, that acts intended to materially impede the exercise of the Bank’s inspection and audit rights constitute a prohibited practice subject to contract termination (as well as to a determination of ineligibility pursuant to the Bank’s prevailing sanctions procedures).


	Signature and seal of the Purchaser:
FOR AND ON BEHALF OF


_______________________
Name of Authorized Representative
	Signature and seal of the Suppler:
FOR AND ON BEHALF OF


____________________________
Name of Authorized Representative





FORM OF QUOTATION

									_________(Date)
To: Ministry of Finance
Technical Service Unit
Attn: Mirko Lješević
ul. Studentska 2a
81000 Podgorica, Montenegro
e-mail: tsu@epa.org.me 
Telephone: +382 20 201 695

We offer to execute the Procurement of IT equipment House of Agriculture Berane, viz. Contract MNE-MIDAS2-8820-ME-RFQ-G-26-1.2.2.4.2 in accordance with the Conditions of Contract accompanying this Quotation for the Contract Price of:_________________________(amount in words and numbers) (______________) EUR.  

We propose to complete the delivery of Goods described in the Contract within a period of not later than 60 calendar days from the Date of Signing of the Contract.   

This Quotation and your written acceptance will constitute a binding Contract between us.  We understand that you are not bound to accept the lowest or any Quotation you receive. 

We hereby confirm that this Quotation complies with the Validity of the Quotation required by the proposal documents.


Authorized Signature:______________________________________
Name and Title of Signatory_________________________________
			         _________________________________


Name of Supplier:_______________________________________
Address:	         _______________________________________
		         _______________________________________
Phone Number         ___________________



Fax Number, if any ___________________







Terms and Conditions of Supply

Project Name: Procurement of IT equipment House of Agriculture Berane
Purchaser: Ministry of Agriculture, Forestry and Water Management
Consignee: House of Agriculture Berane – Berane
Package No. 1
1. Prices and Schedules for Supply
	No.
	Item
	Unit/Quantity
	Unit Price (includes all taxes, VAT, customs, duties, inland transportation, unloading, loading, installation and insurance)
(EUR)
	Total Price at final destination (includes all taxes, VAT, customs, duties, inland transportation, unloading, loading, installation and insurance)
(EUR)
	Delivery date

	a)
	b)
	c)
	d)
	e)=c) x d)
	f)

	1
	Firewall
	1
	
	
	Not later than 60 days after signing the Contract 

	2
	Software solution for centralized logging, analytics and reporting for Central Firewall
(Item No 1)
	1
	
	
	Not later than 60 days after signing the Contract 

	3
	Internal firewall device at remote locations
	1
	
	
	Not later than 60 days after signing the Contract 

	4
	Managed switch with a minimum of 24 port
	1
	
	
	Not later than 60 days after signing the Contract 

	5
	Desktop + Monitor
	15
	
	
	Not later than 60 days after signing the Contract 

	6
	Computer All-in-One
	6
	
	
	Not later than 60 days after signing the Contract 

	7
	Smart TV
	1
	
	
	Not later than 60 days after signing the Contract 

	8
	Projector
	5
	
	
	Not later than 60 days after signing the Contract 

	9
	Projection screen
	5
	
	
	Not later than 60 days after signing the Contract 

	10
	Uninterruptible Power Supply (UPS)
	8
	
	
	Not later than 60 days after signing the Contract 

	11
	Multifunction Laser Printer Type 1
	2
	
	
	Not later than 60 days after signing the Contract 

	12
	Multifunction Laser Printer Type 2
	11
	
	
	Not later than 60 days after signing the Contract 

	13
	Fast scanner
	5
	
	
	Not later than 60 days after signing the Contract 

	14
	Laptop
	3
	
	
	Not later than 60 days after signing the Contract 

	15
	Switch Desktop
	2
	
	
	Not later than 60 days after signing the Contract 

	TOTAL:
	
	


{Note: In case of discrepancy between unit price and total derived from unit price, the unit price shall prevail}

2. Fixed Price:  The prices indicated above are firm and fixed and not subject to any adjustment during contract performance.

3. The Purchaser reserves the right at the time of contract finalization to increase or decrease by up to 15% the quantity of goods and services originally specified without any change in unit prices as well as other terms and conditions.

4. Delivery Schedule: The delivery should be completed as per above schedule but not exceeding 60 days from contract signature day. Delivery will be at the address of the House of Agriculture Berane, Berane. 

5. Insurance: The Goods supplied under the Contract shall be fully insured in a freely convertible currency against loss of damage incidental to manufacture or acquisition, transportation, storage and delivery. The insurance shall be in an amount equal to 110 percent of the total value of the Goods from «Warehouse» to «Warehouse» on «All risks» basis, including «War Risks». The Supplier shall arrange and pay for cargo insurance, naming the Purchaser as the beneficiary.

6. Applicable Law: The Contract shall be interpreted in accordance with the laws of the Purchaser's country.

7. Resolution of Disputes: The Purchaser and the Supplier shall make every effort to resolve amicably by direct informal negotiation any disagreement or dispute between them under or in connection with the Contract. In the case of a dispute between the Purchaser and the Supplier, the dispute shall be settled in accordance with the country procedures.

8. Delivery and Documents: Upon shipment, the Supplier shall notify the Purchaser and the Insurance Company by cable of fax the full details of shipment, including purchase order number, description of goods, quantity, the vessel, the Shipping and Forwarding Receipt from freight Company showing full details, port of loading, date of shipment, port of discharge, etc. The Supplier shall mail the following documents to the Purchaser, with a copy to the Insurance Company:
(i) copies of the Supplier’s invoice showing goods’ description, quantity, unit price, and total amount;
(ii) duplicate air/ truck transport document and/ or duplicate of railway transport document, and/or duplicate FCR ( Forwarders Certificate of Receipt) in 1 Original and 2 Copies marked «freight prepaid»;
(iii) copies of the packing list identifying contents of each package;
(iv) manufacturer's or supplier's warranty certificate;
(v) certificate of origin;
(vi) certificate of quality.
The above documents shall be received by the Purchaser at least one week before arrival of the goods at the port of place of arrival and, if not received, the Supplier shall be responsible for any consequent expenses.

9.	Payment for your invoice will be made as follows: 100% against delivery of shipping documents and acceptance of goods, within thirty (30) days after the date of the Acceptance Certificate for the respective delivery, issued by the Purchaser.

10. Warranty: Goods offered should be covered by manufacturer’s warranty for at least as specified in the Technical specification.   

11. Packaging and Marking Instructions:  The Supplier shall provide standard packing of the Goods as required to prevent their damage or deterioration during transit to their final destination, as indicated in the Contract.

12. Defects: All defects will be corrected by the Supplier without any cost to the Purchaser within 30 day from the date of notice by Purchaser. Name and address of service facility which the defects are to be corrected by the supplier within the warranty period:
       		Address _______________
		______________________

13. Force-Majeure:  The supplier shall not be liable for penalties or termination for default if and to the extent that its delay in performance or other failure to perform its obligations under the Contract is the result of an event of Force-Majeure.

For purposes of this clause, “Force-Majeure” means an events beyond the control of the Supplier and not involving the Supplier’s fault or negligence and not foreseeable. Such events may include, but not restricted to, act of Purchaser in its sovereign capacity, wars or revolutions, fires, floods, epidemics, quarantine restrictions, and freight embargoes.

If a Force-Majeure situation arises, the Supplier shall promptly notify the purchaser in writing of such condition and the cause thereof. Unless otherwise directed by the Purchaser in writing, the Supplier shall continue to perform its obligations under the Contract as far as is reasonably practical, and shall seek all reasonable alternative means for performance not prevented by Force-Majeure event. 


14. Required Technical Specifications
	(i) 	General Description
	(ii)	Specific details and technical standards
	(iii)	Performance Parameters
	Supplier confirms compliance with above specifications {In case of deviations supplier to list all such deviations}.

15. Failure to Perform: The Purchaser may cancel the Agreement if the Supplier fails to deliver the Goods, in accordance with the above terms and conditions, in spite of a 21 day notice given by the Purchaser, without incurring any liability to the Supplier. 

	NAME OF SUPPLIER________________________________________________	
	Authorized Signature________________________________________
	Place:
	Date:

Attachment 1 
Technical Specification
Required by the Purchaser
Bidder to provide catalogue with specifications and pictures
	No
Item
	Name
	Technical specification of IT equipment for House of Agriculture – Berane and Pljevlja
	Offered by Bidder
(Bidder to provide name of the offered model with technical specification of offered model for all required characteristics)

	1
	Firewall 
	Technical Requirements
	

	
	
	Number of Gigabit Ethernet RJ45 LAN ports: minimum 16
	

	
	
	Number of Gigabit Ethernet RJ45 HA (High Availability) ports: minimum 1
	

	
	
	Number of Ten Gigabit Ethernet SFP+ slots: minimum 4
	

	
	
	Number of Gigabit Ethernet SFP slots: minimum 8
	

	
	
	Number of Gigabit Ethernet RJ45 MGMT (Management) ports: minimum 1
	

	
	
	Number of USB ports: minimum 1
	

	
	
	Number of console ports: minimum 1
	

	
	
	The device must have a maximum form factor of 1RU and be suitable for installation in a standard 19-inch rack cabinet
	

	
	
	The device must be equipped with redundant power supplies supporting alternating current in the range of 100V to 240V
	

	
	
	The device must provide a minimum firewall throughput of 39 Gbps
	

	
	
	The device must provide a minimum IPS throughput of 5.29 Gbps
	

	
	
	The device must provide a minimum throughput of 3.1 Gbps when Firewall, IPS, and Application Control features are enabled
	

	
	
	The device must provide a minimum SSL inspection throughput of 3 Gbps
	

	
	
	The device must provide a minimum IPsec VPN throughput of 35 Gbps
	

	
	
	The device must support a minimum of 3 million concurrent sessions
	

	
	
	The device must support a minimum of 140,000 new sessions per second
	

	
	
	The device must support a minimum of 499 concurrent SSL VPN users (if licenses are required, they must be included for the specified capacity)
	

	
	
	The device must support a minimum of 2,000 site-to-site IPsec VPN tunnels
	

	
	
	The device must support a minimum of 16,000 remote-access (client-to-gateway) IPsec VPN tunnels
	

	
	
	The device must support segmentation into a minimum of 10 virtual devices, each with independent management, interfaces, and policies
	

	
	
	Number of firewall policies: minimum 10,000
	

	
	
	The device must support IPv6
	

	
	
	High availability configurations supported: Active/Active, Active/Passive, and Clustering
	

	
	
	The device must support identity-based firewall rules based on usernames and user groups
	

	
	
	The device must support application-based traffic control
	

	
	
	The device must support application-based bandwidth limitation
	

	
	
	The device must include integrated SD-WAN functionality for traffic steering across multiple network interfaces based on application type
	

	
	
	The device must support automatic best-path selection between redundant IPsec VPN links for individual applications and services, based on latency and packet loss metrics
	

	
	
	The device must support Layer 3 and transparent operating modes
	

	
	
	The device must support explicit proxy mode
	

	
	
	The device must support syslog-based logging
	

	
	
	The device must support Captive Portal functionality for user authentication
	

	
	
	The device must support cloud sandbox-based file inspection
	

	
	
	The device must support mobile malware detection capabilities
	

	
	
	The device must include an integrated wireless controller or support an external wireless controller solution
	

	
	
	The device must support management of at least 64 wireless access points
	

	
	
	 
	

	
	
	Licensing Requirements (60 months)
	

	
	
	The following licenses must be included with the device for a period of 60 months:
	

	
	
	Intrusion Prevention System (IPS)
	

	
	
	Advanced malware protection
	

	
	
	Application control
	

	
	
	499 concurrent SSL VPN users
	

	
	
	1,999 site-to-site IPsec VPN tunnels
	

	
	
	15,999 client-to-site IPsec VPN tunnels
	

	
	
	Link aggregation
	

	
	
	Web and video filtering
	

	
	
	Antivirus / Antispyware / Antispam
	

	
	
	Traffic shaping
	

	
	
	SD-WAN
	

	
	
	Dynamic routing protocols: OSPF, BGP, IS-IS
	

	
	
	High Availability configurations: Active/Passive (A/P) and Active/Active (A/A)
	

	
	
	A/P and A/A clustering in Layer 2 transparent mode
	

	
	
	24x7x365 technical support
	

	
	
	Manufacturer warranty period: minimum two (2) years
	

	2
	Software solution for centralized logging, analytics and reporting for Central Firewall 
(Item No 1)
	A solution enabling log retention, analytics, and reporting for the firewall solution described in Item 1, with the following minimum functionalities and requirements:
	

	
	
	·         The solution must provide centralized collection, storage, correlation, and analysis of security and system logs, as well as graphical reporting and automated reporting for security monitoring and audit evidence purposes.
	

	
	
	·         The solution must be provided as a virtual appliance (VM) and support capacity expansion through additional licenses (scalable licensing model).
	

	
	
	·         The virtual solution must be supported on at least one of the following platforms:
	

	
	
	VMware ESXi, Microsoft Hyper-V, KVM, Open Source Xen / Citrix XenServer, Nutanix AHV, Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform (GCP), Oracle Cloud Infrastructure (OCI).
	

	
	
	Note:
	

	
	
	The bidder must specify the selected platform in the offer and provide official vendor documentation confirming that the selected platform is supported for the proposed solution version.
	

	
	
	·         The solution must be licensed to receive and process a minimum of 5 GB of logs per day (GB/day), with the ability to increase capacity by purchasing additional licenses (scalable capacity model).
	

	
	
	·         The solution must support centralized collection of multiple log types, including at minimum:
	

	
	
	o    Network activity / traffic logs
	

	
	
	o    System logs
	

	
	
	o    Virus / malware logs
	

	
	
	o    Attack / intrusion prevention logs (IPS events)
	

	
	
	o    Web content filtering logs
	

	
	
	o    Email security logs (where applicable)
	

	
	
	·         The solution must provide:
	

	
	
	o    Real-time log collection
	

	
	
	o    Historical log review and search
	

	
	
	·         The solution must enable visualization of log collections, event correlation, and analytics for the proposed firewall solution.
	

	
	
	·         The solution must support event aggregation and log normalization (event type recognition and consistent log presentation).
	

	
	
	·         The solution must provide filtering and search capabilities at minimum by device, time, and event type.
	

	
	
	·         Collected logs must be available in a human-readable (normalized) format, with access to raw (unprocessed) logs.
	

	
	
	·         The solution must support automatic enrichment with visual indicators (e.g., application, geolocation) to simplify analysis.
	

	
	
	·         The solution must support user identity correlation with actions/events (where applicable and where identity sources are available).
	

	
	
	·         The solution must support:
	

	
	
	o    Graphical report generation
	

	
	
	o    Automated (scheduled) reporting
	

	
	
	o    Predefined report templates with detailed information and graphical representations
	

	
	
	o    Export of reports in PDF format
	

	
	
	o    Creation of custom reports (template-based or dataset-driven)
	

	
	
	o    Simple import/export mechanism for reports
	

	
	
	·         The solution must provide an event management console and abnormal behavior detection presented in an intuitive, easy-to-understand format.
	

	
	
	·         The alerting/alarm system must support complex trigger rules, such as severity, specific event, action, destination, or threshold conditions.
	

	
	
	·         Alerts must be delivered at minimum via:
	

	
	
	o    Email
	

	
	
	o    SNMP
	

	
	
	o    Syslog
	

	
	
	·         The solution must support encrypted communication for log transmission to/from security devices (e.g., TLS/HTTPS or equivalent).
	

	
	
	·         The solution must include a web-based graphical management interface accessible via HTTPS, optimized for PC and tablet devices.
	

	
	
	·         The graphical interface must provide all controls required for administration and for Security Operations Center (SOC) functionality.
	

	
	
	·         The solution must support command-line interface (CLI) access for configuration, status monitoring, and troubleshooting.
	

	
	
	·         Administrator accounts must support role-based access control (RBAC).
	

	
	
	·         The solution must support separation into independent administrative domains (e.g., by organizational unit).
	

	
	
	·         The solution must support forwarding of logs to external systems (e.g., SIEM / syslog), where required.
	

	
	
	·         The solution must support operation as:
	

	
	
	o    A full analytics engine, and/or
	

	
	
	o    A collector in a distributed environment
	

	
	
	·         The solution must provide simple and documented API integration, including support for JSON API and XML API, for integration with third-party systems.
	

	
	
	Security Posture Assessment Module Requirements
	

	
	
	The solution must include a service/module for continuous security posture and attack surface assessment, based on real system configuration and behavior, providing at minimum:
	

	
	
	·         Automated attack surface assessment through analysis of configurations, policies, and detected events
	

	
	
	·         Assignment of a security rating/score quantifying the current security posture
	

	
	
	·         Identification of weaknesses, risky configurations, and deviations from security best practices
	

	
	
	·         Assessment of compliance with relevant security frameworks and standards (e.g., internal policies, industry standards)
	

	
	
	·         Recommendations for improving security posture based on real operational data
	

	
	
	·         Trend tracking of the security score over time to measure the effectiveness of implemented measures
	

	
	
	·         The service/module must be integrated into the management environment and support graphical and PDF reporting
	

	
	
	Licensing and Support Requirements
	

	
	
	·         The procurement includes a license for a minimum of 5 GB of logs per day for a period of at least five (5) years.
	

	
	
	·         The license must include all functionalities listed above.
	

	
	
	·         The bidder must provide:
	

	
	
	o    Technical support at a minimum level of 8x5 (or better)
	

	
	
	o    Rights to firmware/operating system updates and security patches for a minimum period of five (5) years
	

	
	
	·         Manufacturer warranty period: minimum two (2) years
	

	3
	Internal firewall device at remote locations
	Technical Specifications:
	

	
	
	·         Memory: minimum 4 GB RAM
	

	
	
	·         Flash storage: 8 GB
	

	
	
	·         Integrated power supply, rack-mountable device
	

	
	
	·         Firewall throughput (IMIX): minimum 600 Mbps
	

	
	
	·         Maximum number of concurrent sessions (IPv4 or IPv6): minimum 64,000
	

	
	
	·         New connections per second: minimum 5,000
	

	
	
	·         IPS (Intrusion Prevention System) throughput: 200 Mbps
	

	
	
	·         IPS sessions: minimum 16,000
	

	
	
	·         IPsec tunnels: minimum 256
	

	
	
	·         Interfaces:
	

	
	
	·         Fixed I/O: minimum 6 √ó 10/100/1000Base-TX Ethernet ports, minimum 2 √ó SFP ports, 1 √ó 4G/LTE interface module (dual SIM)
	

	
	
	·         USB ports: minimum 1
	

	
	
	·         IPsec VPN throughput (large packets): minimum 300 Mbps
	

	
	
	·         Support for authentication algorithms: MD5, SHA-1, SHA-2 (AES, DES, 3DES, SHA-256, SHA-384); support for IKEv1 and IKEv2, Auto VPN, Group VPN, and route-based VPN
	

	
	
	·         Remote VPN access support (licenses included for at least 2 users)
	

	
	
	·         Routing performance (Packet Mode, 1518B traffic): 1,500 Mbps PPS, with support for flow-based routing and multicast
	

	
	
	·         Routing table size (RIB): minimum 256,000 IPv4 routes
	

	
	
	·         OSPF: full support for OSPF and OSPFv3
	

	
	
	·         Static routing: supported
	

	
	
	·         BGP: supported, including BGP route reflector functionality
	

	
	
	·         MPLS support: RSVP, LDP, L2/L3 MPLS VPN, pseudowires, VPLS
	

	
	
	·         IPv6 support: IPv6 routing enabled, IPv6 VPN supported
	

	
	
	·         Security zones: minimum 16
	

	
	
	·         Virtual routers: minimum 32 VRs
	

	
	
	·         VLAN support: minimum 1,000 VLANs
	

	
	
	·         Operating temperature: 0¬∞C to 40¬∞C
	

	
	
	·         QoS support: guaranteed bandwidth and maximum bandwidth enforcement
	

	
	
	·         Management: CLI (SSH, console) and Web UI (HTTPS)
	

	
	
	·         Supported features: NAT, PAT; Layer 2 mode (transparent firewall, L2 switching); Layer 3 mode (routing)
	

	
	
	·         DDoS protection, protocol anomaly detection, and traffic anomaly protection
	

	
	
	·         High availability support: Active/Active and Active/Passive configurations; support for ASCII configuration, image rollback, configuration synchronization, firewall session synchronization, In-Service Software Upgrade (ISSU), and IP monitoring
	

	
	
	·         Application security services supported via upgrade licenses:
	

	
	
	·         Application visibility and control
	

	
	
	·         Application firewall
	

	
	
	·         Advanced policy-based routing
	

	
	
	·         Application-based QoS
	

	
	
	·         Content security services supported via additional licenses: IPS, Antivirus, Antispam, URL filtering
	

	
	
	·         Support for rescue configuration, image recovery, and configuration file restoration
	

	
	
	·         Manufacturer warranty period: minimum two (2) years
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	Managed switch with a minimum of 24 port
	Managed Switch – 24 Ports (Technical Specifications)
	

	
	
	24 × 10/100/1000 Mbps Gigabit Ethernet (RJ-45) ports
	

	
	
	4 × 10G SFP+ uplink ports
	

	
	
	Switching capacity: minimum 128 Gbps
	

	
	
	Packet forwarding rate: minimum 190 Mpps
	

	
	
	MAC address table: minimum 32,000 entries
	

	
	
	VLAN support: minimum 4,000 VLANs
	

	
	
	Link Aggregation (LACP): minimum 16 groups, up to 8 ports per group
	

	
	
	Packet buffer: minimum 2 MB
	

	
	
	Layer 2 Features:
	

	
	
	VLAN tagging (IEEE 802.1Q)
	

	
	
	Spanning Tree (STP, RSTP, MSTP)
	

	
	
	QoS (Quality of Service)
	

	
	
	IGMP Snooping (v1/v2/v3) and MLD Snooping
	

	
	
	Access Control Lists (ACLs)
	

	
	
	Loop Guard, BPDU Guard, Root Guard
	

	
	
	Jumbo frame support
	

	
	
	Storm control (broadcast/multicast)
	

	
	
	Private VLAN support
	

	
	
	Layer 3 and Advanced Features:
	

	
	
	Static routing
	

	
	
	Dynamic ARP Inspection (DAI)
	

	
	
	Bidirectional Forwarding Detection (BFD)
	

	
	
	Management and Monitoring:
	

	
	
	Centralized administration and monitoring via an integrated fabric system
	

	
	
	Support for CLI, Web GUI, and REST API
	

	
	
	Support for dual firmware images
	

	
	
	Zero-touch deployment capability
	

	
	
	Packet capture and per-port statistics
	

	
	
	Centralized administration and monitoring via Fortinet Security Fabric
	

	
	
	RAM: minimum 512 MB DDR3
	

	
	
	Latency: less than 1 µs
	

	
	
	Flash memory: minimum 64 MB
	

	
	
	Built-in power supply: AC 100–240 V, 50/60 Hz
	

	
	
	Maximum power consumption: 26.3 W
	

	
	
	Average power consumption: maximum 25 W
	

	
	
	Cooling type: fanless
	

	
	
	Operating temperature: 0°C to 40°C
	

	
	
	Storage temperature: −20°C to 70°C
	

	
	
	Thermal dissipation: maximum 90 BTU/h
	

	
	
	Manufacturer warranty period: minimum two (2) years
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	Desktop + Monitor
	Desktop Computer
	

	
	
	·         Form factor: Small Form Factor (SFF)
	

	
	
	·         Processor: Minimum Intel Core Ultra 5 or equivalent, 10 physical cores, maximum turbo frequency 4.9 GHz, 20 MB cache
	

	
	
	·         Memory (RAM): Minimum 16 GB DDR5, operating frequency 5600 MHz; system must support memory expansion up to at least 64 GB, with at least one free memory slot
	

	
	
	·         Storage:
	

	
	
	o    SSD, minimum capacity 512 GB, M.2 2280 form factor, NVMe PCIe interface
	

	
	
	o    Support for installation of up to three (3) storage devices, in the following combination:
	

	
	
	                              §  1 × 3.5" HDD + 2 × M.2 SSD
	

	
	
	·         Graphics subsystem: Integrated graphics
	

	
	
	·         Video outputs: Minimum 1 × HDMI and minimum 1 × DisplayPort
	

	
	
	·         Card reader: 3-in-1
	

	
	
	·         Expansion slots: PCIe 4.0 x16, PCIe 3.0 x1, 3 × M.2 slots (1 for WLAN and 2 for SSDs)
	

	
	
	Ports / Interfaces
	

	
	
	Front ports:
	

	
	
	·         1 × USB-C (USB 3.2 Gen 1) with charging support of at least 15 W
	

	
	
	·         2 × USB-A (USB 3.2 Gen 1)
	

	
	
	·         1 × combined headphone/microphone audio jack (3.5 mm)
	

	
	
	·         1 × microphone input (3.5 mm)
	

	
	
	Rear ports:
	

	
	
	·         2 × USB-A (USB 2.0)
	

	
	
	·         2 × USB-A (USB 3.2 Gen 1)
	

	
	
	·         1 × Ethernet (RJ-45) 100/1000 Mbps
	

	
	
	·         1 × audio line-out (3.5 mm)
	

	
	
	·         Security features: Integrated TPM 2.0 module; support for Kensington lock or equivalent physical security solution
	

	
	
	·         Power supply: Internal power supply, minimum 200 W
	

	
	
	·         Speaker: 1 W × 1
	

	
	
	·         Operating system: Windows 11 Pro
	

	
	
	·         Keyboard and mouse: From the same manufacturer as the desktop computer
	

	
	
	·         Warranty: Minimum 3 years
	

	
	
	Monitor (Same Manufacturer as Desktop Computer)
	

	
	
	·         Screen size: 27 inches
	

	
	
	·         Panel type: IPS (In-Plane Switching)
	

	
	
	·         Backlight type: WLED
	

	
	
	·         Resolution: 1920 × 1080 (Full HD)
	

	
	
	·         Aspect ratio: 16:9
	

	
	
	·         Screen surface: Anti-glare
	

	
	
	·         Colors: Minimum 16.7 million colors
	

	
	
	·         Color gamut: ≥ 99% sRGB and ≥ 99% BT.709
	

	
	
	·         Brightness (typical): 300 cd/m²
	

	
	
	·         Contrast ratio (typical): 1500:1 (static)
	

	
	
	·         Viewing angles (H/V): ≥ 178° / 178°
	

	
	
	·         Response time: ≤ 6 ms (typ.) / ≤ 4 ms (Extreme mode)
	

	
	
	·         Refresh rate range: 48 Hz – 120 Hz
	

	
	
	Monitor Connectivity
	

	
	
	The monitor must include at least the following input/output ports:
	

	
	
	·         1 × HDMI
	

	
	
	·         1 × DisplayPort
	

	
	
	·         1 × VGA (D-Sub)
	

	
	
	·         1 × USB-C (supporting data transfer and power delivery up to 15 W)
	

	
	
	·         1 × USB-B (upstream)
	

	
	
	·         ≥ 3 × USB-A (downstream)
	

	
	
	Ergonomics & Mounting
	

	
	
	·         Height adjustment
	

	
	
	·         Rotation / pivot
	

	
	
	·         Swivel
	

	
	
	·         VESA mount support: 100 × 100 mm
	

	
	
	·         Warranty: Minimum 3 years
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	Computer
All-in-One
	Technical Specifications:
	

	
	
	·         Form Factor: All-in-One (AiO)
	

	
	
	·         Display: Minimum 23.8" Full HD (1920 × 1080), IPS panel, anti-glare
	

	
	
	·          Processor: Minimum Intel® Core i7,10 cores, 16 threads, Max Turbo Frequency up to 4.9 GHz, 24 MB Intel  Smart Cache
	

	
	
	·          Memory: Minimum 16 GB DDR5-5200 SO-DIMM,Expandable up to 32 GB DDR5
	

	
	
	·          Storage: Minimum 512 GB SSD (M.2 2280 PCIe 4.0 ×4 NVMe)
	

	
	
	·         Graphics: Integrated Intel UHD Graphics
	

	
	
	·         Audio: Integrated HD Audio, speakers 3Wx2
	

	
	
	·         Camera: Integrated webcam, minimum 5.0 MP
	

	
	
	·         Networking: Integrated Gigabit Ethernet (RJ-45),Wi-Fi 6 ,Bluetooth 5.2
	

	
	
	·         Ports: Minimum:
	

	
	
	1x USB-A (USB 10Gbps / USB 3.2 Gen 2)
	

	
	
	2x USB-A (Hi-Speed USB / USB 2.0)
	

	
	
	1x HDMI-in
	

	
	
	1x HDMI-out
	

	
	
	1x Ethernet (RJ-45)
	

	
	
	1x power connector
	

	
	
	1x USB-C 
	

	
	
	1x headphone / microphone combo jack
	

	
	
	·      Security: Firmware TPM 2.0
	

	
	
	·      Power : 90W
	

	
	
	·      Keyboard & Mouse: USB keyboard and USB mouse included
	

	
	
	·      Operating System: Windows 11 Pro, 64-bit
	

	
	
	·      Warranty: 2 years
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	Smart TV
	Technical Specifications:
	

	
	
	·         Type: Smart TV
	

	
	
	·         Screen size: 65 inches
	

	
	
	·         Display type: QLED, 10-bit IPS
	

	
	
	·         Screen resolution: 3840 × 2160 (4K UHD)
	

	
	
	·         Memory / Internal storage: 2 GB RAM / 16 GB internal storage
	

	
	
	·         CPU: ARM Cortex quad-core or equivalent
	

	
	
	·         Speaker output: 2 × 12 W speakers
	

	
	
	·         Ports: 3 × HDMI, 2 × USB
	

	
	
	·         LAN: Yes
	

	
	
	·         Wi-Fi: Yes, 2.4 GHz / 5 GHz
	

	
	
	·         Voice control: Yes
	

	
	
	·         Refresh rate: 60 Hz
	

	
	
	·         Brightness: 320 cd/m²
	

	
	
	·         Dynamic contrast ratio: 1200:1
	

	
	
	·         Viewing angles (H/V): 178° / 178°
	

	
	
	·         Response time: 8 ms
	

	
	
	·         Warranty: Minimum 2 years
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	Projector
	Technical Specifications:
	

	
	
	·         Device type: Digital projector for presentations and multimedia
	

	
	
	·         Projection technology: 3LCD or equivalent technology
	

	
	
	·         Aspect ratio: 16:10
	

	
	
	·         Brightness: minimum 3,000 ANSI lumens
	

	
	
	·         Color depth: minimum 16.7 million colors
	

	
	
	·         Projection size: from at least 33 inches up to 378 inches
	

	
	
	·         Throw ratio: approximately 1.2 – 1.7 : 1
	

	
	
	·         Keystone correction: horizontal and vertical, minimum ±30°
	

	
	
	·         Light source type: lamp-based (UHE or equivalent)
	

	
	
	·         Lamp power: approximately 188 W
	

	
	
	·         Lamp life (normal mode): minimum 6,000 hours
	

	
	
	·         Lamp life (eco mode): minimum 12,000 hours
	

	
	
	·         Video input: minimum 1 × HDMI
	

	
	
	USB Ports:
	

	
	
	·         Minimum 1 × USB Type-A
	

	
	
	·         Minimum 1 × USB Type-B (service or data)
	

	
	
	·         Audio: built-in speaker with minimum output power of 5 W
	

	
	
	·         Vertical refresh rate: minimum 100 Hz
	

	
	
	·         Image display modes: presentation, dynamic, and video modes
	

	
	
	·         Dimensions: compact, suitable for desktop or ceiling mounting
	

	
	
	·         Weight: maximum 2.5 kg
	

	
	
	Noise Level:
	

	
	
	·         Normal mode: maximum 38 dB
	

	
	
	·         Eco mode: maximum 30 dB
	

	
	
	·         Warranty: minimum 2 years
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	Projection screen
	Technical Specifications:
	

	
	
	·         Screen type: Manual projection screen with integrated tripod stand
	

	
	
	·         Construction: Stable metal frame with rubber-coated legs for improved stability
	

	
	
	·         Screen dimensions: minimum 200 cm × 200 cm
	

	
	
	·         Visible image area: minimum 196 cm × 196 cm
	

	
	
	·         Aspect ratio: 1:1 (square format)
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	Uninterruptible Power Supply (UPS)
	Technical Specifications:
	

	
	
	·         Device type: Uninterruptible Power Supply (UPS) with battery backup
	

	
	
	·         Topology: Line-interactive
	

	
	
	·         Functions: Automatic Voltage Regulation (AVR), surge protection, battery status alarms, and overload alarms
	

	
	
	·         Output power: minimum 650 VA / approximately 375 W
	

	
	
	·         Output frequency: 50 / 60 Hz
	

	
	
	·         Output voltage: nominal 230 V AC
	

	
	
	·         Number of AC outlets: minimum 4 × Type F (Schuko) sockets
	

	
	
	·         Battery capacity: minimum 7 Ah
	

	
	
	·         Battery charging time: up to 8 hours
	

	
	
	·         Audible Alarms:
	

	
	
	·         Low battery
	

	
	
	·         Overload
	

	
	
	·         LED indicators: UPS status indicators
	

	
	
	·         Input voltage range: 170 – 280 V AC
	

	
	
	·         Color: Black
	

	
	
	·         Warranty: minimum 2 years
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	Multifunction Laser Printer 
Type 1
	Technical Specifications:
	

	
	
	·         Device type: Multifunction laser device
	

	
	
	·         Black-and-white print speed (ISO, A4): 61 pages per minute
	

	
	
	·         Monthly duty cycle: up to 300,000 pages
	

	
	
	·         Printing languages: PCL 6, PCL 5, PostScript Level 3 emulation, native PDF printing (v1.7), AirPrint
	

	
	
	·         Connectivity (Standard):
	

	
	
	·         1 × USB 2.0 High-Speed device port
	

	
	
	·         2 × USB Host ports (1 for direct USB printing and 1 for external accessibility)
	

	
	
	·         1 × Gigabit Ethernet network port (10/100/1000T)
	

	
	
	·         1 × Hardware Integration Pocket
	

	
	
	·         Display:
	

	
	
	·         20.3 cm (8.0 in) Color Graphics Display (CGD) with touchscreen
	

	
	
	·         Rotating (adjustable-angle) display
	

	
	
	·         Processor speed: 1.2 GHz
	

	
	
	·         Memory: 1.5 GB (printer); 512 MB (scanner)
	

	
	
	·         Internal Storage:
	

	
	
	·         Standard internal storage: minimum 500 GB high-performance secure hard disk with AES 256-bit hardware encryption or higher
	

	
	
	·         Paper Handling
	

	
	
	·         Standard Input:
	

	
	
	·         100-sheet multipurpose tray
	

	
	
	·         550-sheet input tray
	

	
	
	·         150-sheet Automatic Document Feeder (ADF)
	

	
	
	·         Optional Input:
	

	
	
	·         Optional 1 × 550-sheet paper tray
	

	
	
	·         Optional 1 × 550-sheet tray with cabinet
	

	
	
	·         Optional 2,000-sheet high-capacity input tray with 1 × 550-sheet paper tray
	

	
	
	·         Optional 3 × 550-sheet paper trays
	

	
	
	·         Optional envelope feeder
	

	
	
	·         Scanning Performance
	

	
	
	·         Scan speed (normal, A4): up to 69 ppm (black and white), up to 69 ppm (color)
	

	
	
	·         Duplex scan speed (normal, A4): up to 111 ipm (black and white), up to 111 ipm (color)
	

	
	
	·         ADF capacity: 150 sheets (standard)
	

	
	
	·         ADF duplex scanning: Yes, single-pass duplex scanning
	

	
	
	·         Warranty: minimum 3 years
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	Multifunction Laser Printer 
Type 2
	Technical Specifications
	

	
	
	·         Device type: Laser multifunction device – printing, copying, scanning, fax
	

	
	
	·         Print speed (A4): 38 ppm (up to 40 ppm in high-speed mode)
	

	
	
	·         First page out: A4 in 6.5 seconds
	

	
	
	·         Duplex printing: Automatic, 31 ipm or higher
	

	
	
	·         Monthly duty cycle (A4): 100,000 pages
	

	
	
	·         Print resolution: 1200 × 1200 dpi
	

	
	
	·         Printing languages: PCL 6, PCL 5, PostScript Level 3 emulation, PDF printing
	

	
	
	·         Connectivity:
	

	
	
	·         2 × Hi-Speed USB 2.0 Host
	

	
	
	·         1 × Hi-Speed USB 2.0 Device
	

	
	
	·         1 × Gigabit Ethernet (10/100/1000T)
	

	
	
	·         1 × Fax
	

	
	
	·         Optional Wi-Fi module for wireless connectivity
	

	
	
	·         Processor: 800 MHz
	

	
	
	·         Memory: 2 GB
	

	
	
	·         Storage: 16 GB eMMC
	

	
	
	·         Control panel: Minimum 4.3-inch color touchscreen control panel
	

	
	
	·         Paper Handling
	

	
	
	·         Paper input:
	

	
	
	·         Tray 1: 100 sheets
	

	
	
	·         Tray 2: 250 sheets
	

	
	
	·         Optional third tray: 550 sheets
	

	
	
	·         Automatic Document Feeder (ADF): 50 sheets
	

	
	
	·         Paper output: 150 sheets
	

	
	
	·         Scanning
	

	
	
	·         Scanner type: Flatbed and ADF (duplex scanning via ADF)
	

	
	
	·         Scan speed:
	

	
	
	·         Black & white: 29 ppm / 46 ipm (simplex / duplex)
	

	
	
	·         Color: 20 ppm / 35 ipm (simplex / duplex)
	

	
	
	·         Toner support: Ability to use toner cartridges with a minimum yield of 10,000 pages
	

	
	
	·         Warranty: minimum 3 years
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	Fast scanner
	Technical Specifications
	

	
	
	·         Scanner type: Sheet-fed document scanner
	

	
	
	·         Optical resolution (ADF): minimum 600 × 600 dpi
	

	
	
	·         Maximum scan resolution: up to 1,200 dpi
	

	
	
	·         Paper size range: from at least 50.8 × 50.8 mm up to 215.9 × 6,096 mm
	

	
	
	·         Supported paper formats: A4, A5, A6, B4, B5, B6, business cards, plastic cards, and postcards
	

	
	
	·         Automatic Document Feeder (ADF): minimum 100-sheet capacity
	

	
	
	·         Scanning Performance (A4, 200/300 dpi):
	

	
	
	·         Black and white: minimum 65 pages per minute
	

	
	
	·         Color: minimum 65 pages per minute
	

	
	
	·         Duplex scanning: minimum 130 images per minute
	

	
	
	·         Recommended daily duty cycle: minimum 10,000 pages
	

	
	
	·         Active roller separation system to prevent double-feeding
	

	
	
	·         Includes software for basic scanning and document processing
	

	
	
	·         Automatic Features:
	

	
	
	·         Blank page removal
	

	
	
	·         Skew correction
	

	
	
	·         Text enhancement
	

	
	
	·         A3 stitching (large-format merging)
	

	
	
	·         Barcode recognition
	

	
	
	·         Output Formats:
	

	
	
	·         PDF (including PDF/A)
	

	
	
	·         TIFF, Multi-TIFF
	

	
	
	·         JPEG, BMP, PNG
	

	
	
	·         Direct scan destinations: email, FTP, SharePoint, and network folders
	

	
	
	·         Interfaces: USB 2.0 and USB 3.2 Gen 1
	

	
	
	·         LCD display: Color display for status monitoring and device control
	

	
	
	·         Warranty: minimum 2 years
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	Laptop
	Minimum Technical Requirements – Laptop Computer
	

	
	
	● Processor: Minimum Intel Core i5 class  , 8 physical cores, turbo frequency 4.6GHz, cache 12 MB
	

	
	
	● Display: 16.0-inch diagonal
	

	
	
	● Memory (RAM): Minimum 16 GB DDR5 , dual-channel capable, minimum 2 memory slots, expandable to at least 32 GB
	

	
	
	● Storage: Minimum 1 TB SSD, NVMe PCI Express interface, PCIe Gen 4 x4 or equivalent performance, minimum 1 M.2 slot for SSD expansion
	

	
	
	● Graphics: Integrated graphics solution
	

	
	
	● Camera: Integrated webcam
	

	
	
	● Audio: Integrated HD audio controller, Stereo speakers, 2W x2
	

	
	
	● Network Connectivity:
	

	
	
	- Wireless LAN: Wi-Fi 6 (IEEE 802.11ax) or better
	

	
	
	- Bluetooth: Version 5.2 or newer
	

	
	
	● Ports and Interfaces:
	

	
	
	- Minimum 1 × HDMI port
	

	
	
	- Minimum 2 × USB Type-C ports 
	

	
	
	- Minimum 2 × USB Type-A ports (USB 3.x or better)
	

	
	
	- Memory card reader (microSD or equivalent)
	

	
	
	- 1 × audio combo jack (headphone/microphone)
	

	
	
	● Keyboard : multimedia Fn keys , numeric keypad, Copilot key
	

	
	
	● Operating System: Win 11 Pro
	

	
	
	● Warranty : 2-year
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	Switch Desktop
	Technical Specifications
	

	
	
	·       8 x  1Gbps LAN, 
	

	
	
	·       Auto MDI/MDI-X
	

	
	
	·      Full duplex
	

	
	
	·      Flow control
	

	
	
	·      Unmanaged
	

	
	
	
	

	
	
	
	

	Requirements for Item (1) and (3) - Firewall

	 * The Bidder shall provide training for at least two (2) employees of the Contracting Authority, lasting a minimum of four (4) to five (5) working days, covering the administration and operational use of the solution (firewall log collection, search and analytics, event correlation, alarm and notification management, report creation and automation, user/role and administrative domain management, basic maintenance and troubleshooting), including practical exercises and delivery of supporting materials (presentations/instructions).

	* The Bidder shall provide training for at least two (2) employees of the Contracting Authority, lasting a minimum of four (4) to five (5) working days, for the administration and operational use of the firewall solution, covering at minimum: initial configuration and work with zones/interfaces, routing and NAT, creation and optimization of security policies, application control management, IPS/IDS profiles, TLS inspection (where applicable), web filtering and antimalware functions, configuration and management of VPNs (site-to-site and remote access) where applicable, integration with LDAP/RADIUS/SAML authentication systems, user and role management, logging, monitoring and alerting, basic maintenance procedures (configuration backup/restore, upgrades), as well as incident handling and troubleshooting, including practical exercises and delivery of supporting materials (presentations/instructions).

	

	Additinal requirements (1) and (3) - Firewall

	• The Bidder shall submit, as part of the offer, proof issued by the manufacturer, distributor, authorized reseller/agent, or manufacturer’s representative of the firewall equipment confirming that the Bidder is an authorized partner for sales and for providing fault resolution services within the territory of Montenegro.

	• The Bidder shall have the minimum professional and staffing capacities required for contract performance, to be demonstrated by proof of workforce engagement (employee insurance registration, employment contract, employee transfer agreement, agreement on the use of another entity’s capacities, or other act in accordance with the law) and by the equipment manufacturer’s certificate/confirmation of valid certifications. The minimum required professional and staffing capacities for contract performance include: at least one (1) certified technical specialist for the firewall equipment.
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